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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 

precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] Certificates of attestation, wherein both the contents of attestation, authentication 
person information and an authentication person seal which can be checked by vision, a bar code 
of the contents data of attestation which described said contents of attestation and a bar code 
of electronic signature data which enciphered this contents data of attestation, and ** are 
indicated 

[Claim 2]The certificates of attestation according to claim 1, wherein a bar code of electronic 
certificate data of an authentication person by a certificate authority is further indicated by said 
certificates of attestation 

[Claim 3]The certificates of attestation according to claim 1 or 2, wherein said contents data of 
attestation is described by a markup language 

[Claim 4]The certificates of attestation according to any one of claims 1 to 3 which said 
electronic signature data hash-izes said contents data of attestation, and are characterized by 
being the data enciphered with an authentication person's secret key 

[Claim 5]The certificates of attestation according to any one of claims 1 to 4,. wherein said bar 
code is a two-dimensional bar code 

[Claim 6]The certificates of attestation according to any one of claims 1 to 4 bar-code-izing 
after changing into text data when-izing of said data cannot be carried out [ a direct bar code ] 
[Claim 7]The certificates of attestation according to claim 2, wherein said electronic certificate 
data is an authentication person's public key and a signature algorithm which were attested by 
certificate authority 

[Claim 8]Authentication person information, an authentication person seal, and an attestation 
paper, wherein an authentication person's electronic certificate data is printed beforehand. 
[Claim 9]An issuing method of certificates of attestation characterized by comprising the 
following. 

A procedure of calling the contents data of attestation which described the contents of 
attestation from a database. 

A procedure which enciphers data which described said contents of attestation, and creates 

electronic signature data. 

A procedure which bar-code-izes each data. 

A procedure which prints a bar code of the contents data of attestation which described the 
contents of attestation which can be checked by vision, authentication person information and 
an authentication person seal, and said contents of attestation, and a bar code of electronic 
signature data which enciphered this contents data of attestation. 

[Claim 10]An issuing method of the certificates of attestation according to claim 9 characterized 
by comprising the following. 

A procedure of calling electronic certificate data of an authentication person by a certificate 
authority. 

A procedure which bar-code-izes this electronic certificate data, and a procedure which prints 
this bar code. 
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[Claim 1 l]An issuing method of the certificates of attestation according to claim 9 or 10 
including a procedure which markup-language-izes said contents data of attestation. 
[Claim 12]An issuing method of the certificates of attestation according to any one of claims 9 
to 1 1 including a procedure of changing into text data data which cannot carry out [ a direct bar 
code ]-izing. 

[Claim 13] An issuing method of the certificates of attestation according to any one of claims 9 
to 1 2 creating said electronic signature data by hash-izing said contents data of attestation, and 
enciphering with an authentication person's secret key. 

[Claim 14]An issuing device of certificates of attestation characterized by comprising the 
following. 

A means to call the contents data of attestation which described the contents of attestation 
from a database. 

A means to encipher data which described said contents of attestation, and to create electronic 
signature data, 

A means to bar-code-ize each data. 

A means to print a bar code of the contents data of attestation which described the contents of 
attestation which can be checked by vision, authentication person information and an 
authentication person seal, and said contents of attestation, and a bar code of electronic 
signature data which enciphered this contents data of attestation. 

[Claim 1 5]An issuing device of certificates of attestation characterized by comprising the 
following. 

A means to call the contents data of attestation which described the contents of attestation 
from a database. 

A means to encipher data which described said contents of attestation, and to create electronic 
signature data. 

A means to call electronic certificate data of an authentication person by a certificate authority. 
A means to print a bar code of the contents data of attestation which described the contents of 
attestation which can be checked by vision, authentication person information and an 
authentication person seal, and said contents of attestation to be means to bar-code-ize each 
data, a bar code of electronic signature data which enciphered this contents data of attestation, 
and a bar code of said electronic certificate data. 

[Claim 1 6]A verification method of certificates of attestation characterized by comprising the 
following. 

A procedure of reading a bar code in the certificates of attestation by which both a bar code of 
the contents data of attestation which described the contents of attestation which can be 
checked by vision, authentication person information and an authentication person seal, and said 
contents of attestation, and a bar code of electronic signature data which enciphered this 
contents data of attestation were printed. 

A procedure which decrypts read electronic signature data, and a procedure of comparing what 
hash-ized this decrypted electronic signature data and said contents data of attestation, and 
judging this human nature of existence of an alteration, and an authentication person. 

[Claim 17]A verification method of the certificates of attestation according to claim 16 including 
a procedure of reading a bar code of electronic certificate data of an authentication person by a 
certificate authority currently printed by said certificates of attestation. 

[Claim 18]A verification method of the certificates of attestation according to claim 16 including 
a procedure of calling electronic certificate data of an authentication person by a certificate 
authority which has come to hand a priori. 

[Claim 1 9]A verification method of the certificates of attestation according to claim 1 7 or 1 8 
characterized by carrying out decoding of said electronic signature data using an authentication 
person's public key contained in said electronic certificate data. 
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[Claim 20]A verification device of certificates of attestation characterized by comprising the 
following. 

The contents of attestation which can be checked by vision, authentication person information 
and an authentication person seal, a bar code of the contents data of attestation which 
described said contents of attestation. A means to read a bar code in the certificates of 
attestation by which both a bar code of electronic signature data which enciphered this contents 
data of attestation, and a bar code of electronic certificate data of an authentication person by a 
certificate authority were printed. 

A means to decrypt read electronic signature data, and a means to compare what hash-ized this 
decrypted electronic signature data and said contents data of attestation, and to judge this 
human nature of existence of an alteration, and an authentication person. 

[Claim 21]A verification device of certificates of attestation characterized by comprising the 
following. 

A means to read a bar code in the certificates of attestation by which both a bar code of the 
contents data of attestation which described the contents of attestation which can be checked 
by vision, authentication person information and an authentication person seal, and said contents 
of attestation, and a bar code of electronic signature data which enciphered this contents data 
of attestation were printed. 

A means to call electronic certificate data of an authentication person by a certificate authority 

which has come to hand a priori. 

A means to decrypt read electronic signature data. 

A means to compare what hash-ized decrypted this electronic signature data and said contents 
data of attestation, and to judge this human nature of existence of an alteration, and an 
authentication person. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to certificates of attestation, an attestation paper, 
and issue and the verification system of certificates of attestation. The certificate issuing and 
registration processings especially in public institutions, such as a government office, such as a 
resident card and a certified seal registration. Either the suitable electronic authorization system 
using a digital signature to use for uses, such as general receipt issue and accounting, or the 
authentication system of the conventional paper basis is related with issue and/or verification 
method, and device of available certificates of attestation, the attestation paper for it. and 
certificates of attestation. 

[0002] . ^ , ^. 

[Description of the Prior Art]To the conventional certificates of attestation, for example, the 
resident card, and certified seal registration of paper, the authentication person seals (for 
example, mayor seal) etc. are indicated to be the contents of attestation (address and name or 
seal), and authentication person information (for example, government office name). When 
publishing these certificates of attestation in large quantities, the contents and a seal are printed 
with a printer by the attestation paper which performed processing which the duplicate of a copy 
etc. tends to distinguish. On the other hand, when a receiver checks certificates of attestation, 
thing of the certificates of attestation of paper is not forged, or a receiver judges visually. 
[0003]The electronic authorization system using public key infrastructure (Public Key 
InfrastructurerPKI) which recent years, for example, an applicant, proposed by JP,10-135943,A is 
spreading. An authentication person's electronic signature data to the contents data of 
attestation and this contents data of attestation which described the contents of attestation in 
order to realize attestation within this system (as the applicant proposed by JP,2000-4222,A) 
The data which hash-ized the contents data of attestation, for example, and was enciphered with 
the authentication person's secret key and an authentication person's electronic ceri:ificate data 
(an authentication person's public key. a signature algorithm, etc. which were attested by the 
certificate authority of the higher rank), and the electronic certificate of a certificate authority 

are required. . 
[0004]Although it is thought that the certificates of attestation of the conventional paper change 
to electronic data with the spread of electronic authorization systems. A simultaneous change is 
more difficult, as an employment scale is large since a large system change and system 
equipment introduction are needed in order to change from the authentication system of the 
certificates-of^attestation base (a paper basis is only called hereafter) of paper to an electronic 
authorization system. Therefore, the operation system with which it was rare when all the 
authentication systems changed at once, and the authentication system of a paper basis and the 
electronic authorization system lived together for a while is taken in many cases. In that case, 
the situation of performing the office procedure in the section which is performing the electronic 
authorization system based on the certificates of attestation of the paper of the section which is 
applying by the authentication system of the paper basis occurs. There is the necessity of 
electronic-data-izing the certificates of attestation of paper under such a situation. On the 
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contrary, the situation of performing the office procedure in the section which is performing 
attestation in a paper basis based on the electronic data of the section which is applying by the 
electronic authorization system occurs. It is necessary to use electronic data as the certificates 
of attestation of paper under such a situation. 

[0005]In order to treat the certificates of attestation of paper as electronic data by the 
conventional method, the following methods are generally considered. 

[0006](1) Incorporate the certificates of attestation of paper as a picture with a scanner, and 
save image data. 

[0007](2) Carry out a punch input and electronic-data-ize the contents of the certificates ot 
attestation of paper. 

[0008](3) By OCR (optical character reader), carry out character recognition and electronic 

data-ize the certificates of attestation of paper. 

[0009] 

[Problem(s) to be Solved by the Invention]However. the above-mentioned method had the 

following problems, respectively. 

[0010]In the method of (1), although the picture of the certificates of attestation of paper can be 
saved, since it is not directly electronized about the content sentences (text) in it. secondary 
practical use of the content sentences of certificates of attestation cannot be performed. 
[001 l]In order that human being may read the content sentences of certificates of attestation 
visually and may do a punch input, the method of (2) takes a help and there is possibility of an 
erroneous input by it. 

[0012]Although machinery reading is carried out in the method of (3), if all of a gestalt. an entry 
place, etc. of certificates of attestation are not the same certificates of attestation, it is difficult 
to read. For example, since a size, a place, etc. of a character which are described for every 
local self-governing body are various, in such a case, the resident card of local self-governing 
body issue is not practical. 

[0013]As what checks the seal as attestation, and the truth or falsehood of a signature image, to 
JP.2000-148742.A. Near a seal or the signature image, write the management number and a use 
number in addition by bar code form. and. The electronic text data storage system which writes 
the management number of a document, and the code of a storage organization in addition by 
bar code form into a printing document, and keeps an electronic filing document for realization of 
an authentication management system and an attestation controlling method, Keeping and 
managing the management number and text management number of authentication data mutually 
is indicated by the authentication data storage system which keeps image data, such as a seal of 
an individual or a legal entity, and a sign, as authentication data. 

[0014]According to this method, although it becomes easy [ the check of the truth or falsehood 
of a seal or a signature image ]. since the contents of the document are not bar-code-ized, the 
too above problems are produced on the occasion of electronic-data-izing of the contents of a 
document. 

[0015]To Patent Publication Heisei 9-5121 14, carrying out an image scan, carrying out 
compression encoding of the whole former document, bar-code-izing it. and attesting it is 
indicated in the document transmission in a facsimile. 

[001 6] However, this method can be used only by the exchange of facsimiles with a special 
function. In order to exchange the raster data in which this document carried out the image scan 
as it is, when it did not text-data-ize by a certain method, it had a problem of being unable to 
use the secondary contents of the text. 

[0017]Let it be the 1st technical problem for this invention to provide certificates of attestation 
also with high alteration prevention performance easily [ were made in order to cancel said 
conventional problem, and it is available at both the authentication system of a paper basis, and 
an electronic authorization system, and / electronic-data-izing ]. 

[0018]This invention makes it the 2nd technical problem to provide an attestation paper suitable 

for creation of said certificates of attestation again. 

[0019]This invention makes it the 3rd technical problem to provide the issuing method and 
device of said certificates of attestation again. 
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[0020]This invention makes it the 4th technical problem to provide the verification method and 
device of said certificates of attestation again. 

[Sleans for Solving the Problem]The contents of attestation, authentication person information, 
and an authentication person seal which can check this invention by vision to certificates of 
attestation Said 1st technical problem is solved by indicating both a bar code of the contents 
data of attestation which described said contents of attestation, and a bar code of electronic 
signature data which enciphered this contents data of attestation. 

[0022]A bar code of electronic certificate data of an authentication person by a certificate 

authority is also written in said certificates of attestation. 

[0023]Said contents data of attestation is described by a markup language. 

[0024]Said contents data of attestation is hash-ized. and let said electronic signature data be 

the data enciphered with an authentication person's secret key. 

[0025] Let said bar code be a two-dimensional bar code. 

[0026]When-izing of said data cannot be carried out [ a direct bar code ]. after changing into 
text data, it bar-code-izes. ..... j 

[0027]Let said electronic certificate data be an authentication person s public key and a 
signature algorithm which were attested by certificate authority. 
[0028]This invention solves said 2nd technical problem again by printing beforehand 
authentication person information, an authentication person seal, and an authentication person s 
electronic certificate data on an attestation paper. . ^.u 

[0029]This invention A procedure of calling the contents data of attestation which described the 
contents of attestation from a database. A procedure which enciphers data which described said 
contents of attestation, and creates electronic signature data, A procedure which bar-code izes 
each data, and the contents of attestation which can be checked by vision, By a procedure 
which prints a bar code of the contents data of attestation which described authentication 
person information and an authentication person seal, and said contents of attestation, and a bar 
code of electronic signature data which enciphered this contents data of attestation, as 
certificates of attestation are published, said 3rd technical problem is solved. 
[0030]It is made to include a procedure of calling electronic certificate data of an authentication 
person by a certificate authority, a procedure which bar-code-izes this electronic certificate 
data, and a procedure which prints this bar code. 

[0031]It is made to include a procedure which markup-language-izes said contents data of 
attestation. 

[0032]It is made to include a procedure of changing into text data data which cannot carry out 

[ a direct bar code ]-izing. t 4.4. + +• 

[Q033]Said electronic signature data is created by hash-izing said contents data of attestation, 
and enciphering with an authentication person's secret key. 

[0034]This invention A means to call the contents data of attestation which described the 
contents of attestation for an issuing device of certificates of attestation from a database. A 
means to encipher data which described said contents of attestation, and to create electronic 
signature data, A means to bar-code-ize each data, and the contents of attestation which can 
be checked by vision. Said 3rd technical problem is solved by constituting using a means to print 
a bar code of the contents data of attestation which described authentication person information 
and an authentication person seal, and said contents of attestation, and a bar code of electronic 
signature data which enciphered this contents data of attestation. 

[0035]This invention A means to call the contents data of attestation which described the 
contents of attestation for an issuing device of certificates of attestation from a database, A 
means to encipher data which described said contents of attestation, and to create electronic 
signature data, A means to call electronic certificate data of an authentication person by a 
certificate authority, and a means to bar-code-ize each data. The contents of attestation which 
can be checked by vision, authentication person information and an authentication person seal a 
bar code of the contents data of attestation which described said contents of attestation. Said 
3rd technical problem is solved by constituting using a means to print a bar code of electronic 
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signature data which enciphered this contents data of attestation, and a bar code of said 
electronic certificate data. 

[0036]This invention The contents of attestation, authentication person information, and an 
authentication person seal which can be checked by vision, A procedure of reading a bar code in 
the certificates of attestation by which both a bar code of the contents data of attestation 
which described said contents of attestation, and a bar code of electronic signature data which 
enciphered this contents data of attestation were printed. By procedure which decrypts read 
electronic signature data, and a procedure of comparing what hash-ized this decrypted 
electronic signature data and said contents data of attestation, and judging this human nature of 
existence of an alteration, and an authentication person, as certificates of attestation are 
verified, said 4th technical problem is solved. 

[0037]It is made to include a procedure of reading a bar code of electronic certificate data of an 
authentication person by a certificate authority currently printed by said certificates of 
attestation. 

[0038]Or it is made to include a procedure of calling electronic certificate data of an 
authentication person by a certificate authority which has come to hand a priori. 
[0039]It is made to carry out decoding of said electronic signature data using an authentication 
person's public key contained in said electronic certificate data. 

[0040]This invention again a verification device of certificates of attestation The contents of 
attestation which can be checked by vision. Authentication person information and an 
authentication person seal, a bar code of the contents data of attestation which described said 
contents of attestation, A means to read a bar code in the certificates of attestation by which 
both a bar code of electronic signature data which enciphered this contents data of attestation, 
and a bar code of electronic certificate data of an authentication person by a certificate 
authority were printed. Said 4th technical problem is solved by comparing a means to decrypt 
read electronic signature data with a thing which hash-ized this decrypted electronic signature 
data and said contents data of attestation, and constituting using a means to judge existence of 
an alteration. 

[0041]This invention again a verification device of certificates of attestation The contents of 
attestation which can be checked by vision, A means to read a bar code in the certificates of 
attestation by which both a bar code of the contents data of attestation which described 
authentication person information and an authentication person seal, and said contents of 
attestation, and a bar code of electronic signature data which enciphered this contents data of 
attestation were printed, A means to call electronic certificate data of an authentication person 
by a certificate authority which has come to hand a priori, Said 4th technical problem is solved 
by constituting using a means to decrypt read electronic signature data, and a means to 
compare what hash-ized this decrypted electronic signature data and said contents data of 
attestation, and to judge existence of an alteration, and this human nature of an authentication 
person. 

[0042] . . 

[Embodiment of the Invention]With reference to drawings, the embodiment of this invention is 

described in detail below. 

[0043]The section A which is applying by the authentication system of a paper basis now as 
shown in drawing 1 . Electronic authentication of the section B, the section A. and the section B 
which are applying by the electronic authorization system is carried out, for example, the higher 
rank (management) section C (certificate authority) which is the route certificate authority or 
the reliable middle certificate authority located in the top is assumed. 

[0044]Said section A is equipped with the personal computer 10A containing the database of the 
contents of attestation, and the printer 12A for certificates-of-attestation issue, for example. As 
shown to this section A at the arrow D, the secret key data 20A of the higher rank section C to 
the section A concerned, It is assumed that the electronic certificate data 22A of the section A 
in which the electronic signature of the higher rank section C is carried out. and the electronic 
certificate data (graphic display abbreviation) of the section C containing the public key of the 
higher rank section C are distributed including the public key of the section A concerned. 
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[0045]Said section B is equipped with the same personal computer 108 and printer 12B as the 
section A and the bar code reader 14. for example. As shown to this section B at the arrow E. 
the secret key data 20B of the higher rank section C to the section B concerned. It is assumed 
that the electronic certificate data 22B of the section B in which the electronic signature of the 
higher rank section C is carried out. and the electronic certificate data (graphic display 
abbreviation) of the section C containing the public key of the higher rank section C are 
distributed including the public key of the section B concerned. 

[0046] First, as shown in the arrow F, the case where paperwork of the certificates of attestation 
30A published in the section A of the authentication system of a paper basis is earned out in the 
section B of an electronic authorization system is explained. 

[0047]The procedure of publishing the certificates of attestation 30A in the section A is shown 

in drawing 2 . ■ r j.u 

[0048]Describe the data which called and called the contents 32A of attestation from the 
database at Step 100 in the section A according to the request of the issue requesting person of 
certificates of attestation by markup languages, such as XML. if needed, and. On the 
specification of a bar code, the binary data which cannot carry out [ a direct bar code ]-izing is 
changed into text data, for example by Base64. and let it be the contents data of attestation. 
[0049]Subsequently, at Step 102, this contents data of attestation is hash-ized. for example, a 
message digest is created, it enciphers with the secret key data 20A of the section A. and 
electronic signature data is created. 

[0050]Subsequently, at Step 104. the electronic certificate data 22A by the higher rank section 
C of the section A is called if needed. When the section A and the section B exchange 
certificates of attestation frequently, and the section A and the section B exchange a priori the 
electronic certificate data of the section A and the section B attested by the higher rank section 
C. the electronic certificate data of certificates of attestation can also be omitted. In this case. 
Step 1 04 is unnecessary. . o 

[0051]subsequently. the steps 106. 108. and 1 10 — the above — the data created at Steps 100. 
102, and 104 — respectively — for example, it two-dimensional-bar-code-izes. It is arbitrary, 
and when the electronic certificate data of certificates of attestation is omitted especially, 
naturally Step 1 1 0 of the bar-code-ized turn is also unnecessary. 

[0052]Subsequently. the contents 32A of attestation (here text) indicated by the certificates of 
attestation of the conventional paper as it progressed to Step 112 and the numerals 30A showed 
to drawing 1 , In addition to the name 34A of the section A. and the seal 36A of the section A. 
the bar code 33A of the contents 32A of attestation, the bar code 38A of the electronic 
signature data created at Step 102, and the bar code 40A of the electronic certificate data 
created at Step 104 are printed, and it is made the certificates of attestation 30A of paper. 
[0053]Next, the certificates of attestation 30A of the paper created as mentioned above are 
verified by the section B according to a procedure as shown in drawing 3 . 

[0054]That is. in the section B. the bar code 33A (the contents of attestation), the bar code 38A 
(electronic signature data), and the bar code 40A (electronic certificate) are first read in the 
certificates of attestation 30A of paper at Steps 200, 202. and 204, for example using the bar 
code reader 14 (a scanner may be used). Under the present circumstances, the binary data 
changed into the text data by Base64 is transformed inversely by Base64. and is returned to 
binary data. When the bar code of electronic certificate data is omitted, the electronic certificate 
data which has come to hand a priori is called at Step 204. 

[0055] Subsequently, if it checks that the electronic certificate data 22A of the section A 
described by the bar code 40A. for example is attested in the higher rank section C based on the 
electronic certificate data of the section C at Step 206. the public key data of the section A 
contained in this electronic certificate data 22A will be taken out. 

[0056]Subsequently. it progresses to Step 208. the electronic signature data read at Step 202 is 
decrypted using the public key taken out at Step 206. and the message digest i is created. 
[0057]Subsequently. it progresses to Step 210. the contents data of attestation read at Step 
200 is hash-ized. and the message digest ii is created. 

[0058]subsequently — the case where progress to Step 212. compare the message digests i and 
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ii. and it is in agreement — Step 214 — the person himself/iierself of the contents of 
attestation — it checks attestation and un-altering. 

[0059]progressing to Step 216 on the other hand, when the message digests i and ii are 
inharmonious — the person himself/herself of the contents of attestation — it does not 
recognize attestation and un-altering. 

[0060]Thus. after being able to realize electronization of the contents of certificates of 
attestation, non-altering proof of the contents of attestation, and principal certification of the 
section A of certificates of attestation and checking the contents, it becomes possible to treat 
electronic data by an electronic authorization system promptly. 

[0061]On the other hand, as shown in the arrow G of drawing 1 . in can^^ing out paperwork of the 
documents attested in the section B of the electronic authorization system in the section A of 
attestation of a paper basis, Like the case of the section A. the contents 32B of attestation 
conventional also in the section B, the name 34B of the section B, On the seal 36B of the 
section B. in addition, the contents data of attestation which described the contents of 
attestation by the markup language, the electronic signature data which hash-ized this and was 
enciphered with the secret key of the section B, and the electronic certificate data of the 
section B currently proved by the higher rank section C — respectively — for example, the 
two-dimensional bar codes 33B and 38B ~ 40B is formed and it prints as the certificates of 
attestation 30B of paper. Under the present circumstances, it is binary data, and on the 
specification of a bar code, when-izing cannot be carried out [ a direct bar code ]. after changing 
into text data, for example by Base64, it bar-code-izes. 

[0062]Since it is a paper basis in the section A in these certificates of attestation 30B. the 
contents are visually checked as usual with the contents 32B of attestation, the section name 
34B, and the section seal 36B. It is a certain fault, and when certificates of attestation need to 
be returned to the section B from the section A. in the section B. it is possible to read a bar 
code by the bar code reader 14. and to incorporate the contents again. 

[0063]In this embodiment, since the two-dimensional bar code is used as a bar code, it is little 
area and many information can be described. The kind of bar code Is not limited to this. 
[0064]In this embodiment, since itis [ bar-code-] made toize on the specification of a bar code 
after changing into text data by Base64 when-izing cannot be carried out [ a direct bar code ], 
even if it is binary data, bar-code-izing is possible. It is also possible to use a method called 
BinHex which the method which changes binary data into text data is not limited to Base64, for 
example, is used by standard uuencode for UNIX (registered trademark) and Macintosh. 
[0065]In this embodiment, since it has bar-code-ized after using the data of mari<up language 
XML an item and the contents become clear and secondary use of the contents of attestation 
is easy. It is also possible for the kind of mari^up language not to be limited to XML but to use 
HTML TEX, SGML, etc. It is also possible to omit markup language-ization. 
[0066]In said embodiment, although he was trying to print all the information with a printer. For 
example, as shown in drawing 4 , the data in which the bar code 40 grade of the authentication 
person information 34, the authentication person seal 36, and an authentication person's 
electronic certificate data was fixed is able to reduce the load of printing using the attestation 
paper 50 currently printed beforehand. 

[0067]The applied object of this invention is not limited to the certificate issuing or registration 
processing in a local self-governing body, but it is clear general receipt issue and that its it can 
use for accounting etc. similariy. 

[0068] , 
[Effect of the Invention]According to this invention, electronization of the contents ot 
certificates of attestation, non-altering proof of certificates of attestation, and principal 
certification of the authentication person of certificates of attestation can be realized, and either 
the authentication system of a paper basis or an electronic authorization system has the 
outstanding effect of being available. 
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